84 interview

* You are one of the Sheffield sch
larship awardees of (/ate) Preside|
Trajkovski. How much have you
Executive MBA affected the con-
temporary profile of the company?

Definitively, the consistency upon

which the company was set up, its per-

fectionism in regards to offered solu-
tions and services, dedication to cli-

. ents and internationally recognised

|services and solutions are charac-

teristics of that education.
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B Which services are offer
TEGRA Solution in t -
nian market?

We would not like

geographically, as

our services and solutions in the bro-
ader region. The seminar for certifying
professionals in the field of information
security CISSP, organised by us, was
the only successful one in the region,
even though it was simultaneously or-
ganised in Belgrade and Sofia. Aside
from the services and solutions in the
field of information security based on

ISO 27001 (concerning several regu-

lations and industries, such as Basel

II) and overcoming the operational risk

in the banking sector (PCI for card ba-

e operators, HIPAA concerning confi-

entiality of electronic healthcare files,

OX Section 404 concerning IT con-

trols of information S

oted the B
siness Continuity. Addltlonally, ol
vices include solutions for electroni-
cally managing business processes in
regulated environments, which is the
only practical way to achieve efficiency
and compliance at the same time. One
such system supported an ISO 9001
certification-completely electronic
quality management system for all bu-
siness processes within the organisat-
ion, including creation, review, appro-
val and publication of the overall sys-
tem's documentation, as well as the
records and processes ongoing within
the company without printing even one
hardcopy document. So, there is a cer-
tified environment for management of
business processes completely reali-
sed in an electronic format.

B What kind of approach should our
business entities take when add-
ressing information security?

Firstly, each entity should assess its

risk exposure level due to its scope of

business activities and should ade-
quately set up its strategy, that is, the
level of “risk appetite” for overcoming
risk should be declared. Business en-
tities should be zealous in regards to
the risk their clients are exposed to,
but also in regards to regulatory as-
pects, that can, aside from penalties
and low performance evaluations,
fragment and seriously deplete their
compliance efforts. Research conduc-
ted by The Economistin June 2006 on

a sample of 175 senior managers sho-

wed that 65% of the entities are au-

dited by five or more regulators and
greater than 90% of them stated that

regulations will grow in complexity
scope. Therefore, the recommended
approach for them is proactive cre-
ation of a system that will integrate the
efforts for complialice and moreover
attain a compet advantage by
introducing integrated controls for mi-
tigating the ope nal risk. Finally,
concerning the industries within which
we work, i.e. banki surance, tele-
communications and the government
sector, avoidin e medium impact
security compri is sufficient to
make the whg t cost-effective.
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B Are subjects such as compliance,
certification, information security
too advanced for us as a society?

Free markets are regulated in order to

prevent and avoid deviations that may

disrupt their freedom. Almost unno-
ticed was the appeal of the civil works
companies who asked for regulation of
the misuses affecting their market.

This means that the compliance is

already being required in a functional

form by the industries, in order to

ct the market and establish the
competitive basis for provision of
services and products, and not view
them as a barrier for business opera-
tions. Capitalism functions on
but that trust is always veri
certification is one form ofﬁ

that excludes the possibili -
transparency, con-flict of interest,

corrupti es competitive-
ness a | recognition. Ig-
noring cts related to the level of

integrity, reliability and availability
achieved within our infrastructures is
the most visible way for misuse and
abuse to prosper through financia
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On the
INTEGRA
SOLUTION

Team
Comprised of seni6f ]
managers with.over:
10, 15,years of
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deploying and
supporting) critical
ICTFinfrastructures;
INTEGRA Solutionis

\ | Teamiis itsilargest
competitive
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success. Ihe
collective team
talent, knowledge
and education are
the fabric uponiwhich
We base our Services
and solutions:

pired), our entities are not ready to

abide by the requirements stipulated

inthe Law.

B Many discussions pertaining to the
Law on protection of personal in-
formation took place. What is your
experience with organisations
which should implement the pro-
visions of this Law and what is its
most sensitive part?

Discussions were carried out, how-
ever, one side of the equation, namely
the unjustly prosecuted organisations,
deems the regulator as a prosecutor.
This imbalance usually leads to the
worst possible status for the institution
enforcing the Law, for the organisa-
tions subject to this Law, as well as for
the entities who should be protected
by this Law that creates an unsurpass-
able gap among these entities. Provi-
sions for monetary penalties do not
significantly contribute to the estab-
lishment of compliance among indus-
tries, healthcare being the most sensi-
tive sector, as confirmed in a world-
wide statistic (CIO Magazine, sample
of 433 entities) that showed existence
of twice as much Chief Privacy Offi-
cers as compared to the industries wi-
de average and that even at that den-
sity only 64% of the entities addressed
the requirements for protection of
personal information in their policies.

The other element is reaching a so-

ciety wide agreement, that is, the rela-

tionship between protection of privacy,
preservation of citizens' security and
efficiency of the governmental sector.
Let us say that presently in London,
each individual has their picture cap-
tured up to 300 times each day when
moving around the city. However, even
though the intent of this project was to
protect the citizens, on the one hand
the citizens have been exposed to the
risk of their right to privacy in favour of
security, which means that on the ot-
her hand the state bodies who poss-
ess and process the data should pro-
vide a proven capacity to protect the
individual privacy and show that they
will not misuse this information. This
becomes a credibility issue which
forces large numbers of government
agencies, ministries and directorates
to become certified to prove that they
will not misuse the given trust.

B Do our regulators possess the ca-
pacity to implement controls in the
domain of information security and
how can they improveit?

The person in charge of conducting in-

formation security controls should be

given the role and authority of supervi-
sor. In order to achieve that, they
should evaluate and define an industry
standard set of system controls at the
organization under review, where the
control framework of that system and
its compliance should be the first ob-
jective achieved by the regulator at the

entities they are supervising. Other-
wise, the entities will follow and add-
ress the last findings created by the
institution establishing the regulation,
thus not helping the process of overco-
ming the risk concerning information
security.

When the institution, which is subject
to audit, establishes an Information
Security Management System (ISMS)
the issues become simpler. That is,
employment of personnel skilled in the
information security domain where
auditing techniques are required. Con-
cerning this domain, if institutions will
educate their supervisors and certify
them the outcomes will be even better.
The International Register of Certifica-
ted Auditors (IRCA) accredited ISMS
Lead Auditor and qualified CISSP
practitioners belong to the most re-
nowned specialists in the domain of in-
formation security. The US Govern-
ment, in recognition of the importance
of information security (specified as In-
formation Assurance in the USA con-
text) has allocated a budget for CISSP
certification of 50.000 employees du-
ring the course of next five years. At
the same time, it gives our institutions
the opportunity to enforce a policy for
human resources based on -certi-
fication and professional improve-
ment, since the salary structure con-
cerning the ICT personnel is currently
not competitive.
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